Consequences and Risks Using Credit Cards

General fraud awareness tips

<

»  Keep copiesof yourpurchase receipts and compare themtoyour statement

< Never letanyoneelseuseyourcreditcard

< Immediatelysign the backof the new/renewed/reissued card

< Always destroy yourold, expired cards by cuttingtheminto four

% Keeptrack of your wallet- very few people are aware of the contents in their wallets. Always take
an inventory of what you carry with you. List the inventory related information such as the type of
the card, its number, etc. and keep it in a safe place. This will make sure you can report and recover
your lostitemin atimelymanner,while, limiting creditcard fraud damage.

% Cancel your lost cards even if you recover them - If the privacy of your credit or debit card is

compromised, meaning, the card number becomes known to criminals, you are at credit card fraud
risk even ifyourecoverand physically possessthe cards.

*,
*

% Shred your credit card statements — After you get your monthly credit card statements, if you
decideto discardtheminstead of filingthemin asecurelocation,andthen useashredderto
discard them. Your credit card statements include many personal information that need to be
protected, even after you decide you have noneed for them. This idea should not be limited to just
credit card statementsbutalsotoall other statements with personal information received from
other financial institutions.
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% Lockyourmail box and collect your mails frequently- yourmail boxisa great source of
information identity thieves. Don'tgivethemtheopportunity totake advantageof an unlocked
mailbox.
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% Never miss a payment. Missing paymentsis the worst thingyoucan do for your credit rating, and
itmeans you'll pay the most fees andthe highestinterest. Missing payments can lead to more late
fees and an increased interest rate.
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% Regularly checkyourcreditcard accountbalance.If yoususpectthereare fraudulent
transactionsonyouraccount,pleasecall the bank.

*,
*

% Atwork, keepyourbag and otherpersonalbelongings lockedin acupboard ordrawer.



Onlygiveyour creditcard details when makinga purchase- donotprovidethemforany
otherreason.

Be cautious of the receiver when sending your credit card number viae-mail or Fax.

When you are planning a holiday make sure you have the emergency 24-hour telephone numbers
foryour cards withyou, soyoucan reportany theftor loss immediately.

Keepthe Bankupdated of your current contact details atall times.

Keepthe Bankinformed in advanceif you plan to makeany largevalue transactions or payments.

Tips to Protect your PIN
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Donottell anyoneelseyour PIN, password or security information

Memorize your PIN- neverwrite itdownanywhere.

Donot choosea PIN that is easily associated with you e.g. your birth date, phonenumberor parts of
your card number.

Donot letanyone else see your PIN whenyou enter it at an ATM, this is called most common form
of PINdisclosure.

Do not give your card number or PIN over the telephone to 'cold' callers. Only make the telephone
transactionwhenyou have initiated the call and you are familiar withthe company.

What to be aware when using ATM’s

Observe your surroundings before usingan ATM. If the machine is obstructed fromview or poorly
lit,visitanother ATM.

Takeafriendwith you- especially at night.

Have your cardoutand ready to use.

Put your cash, card and receipt away immediately. Count your money later, and always keep your
receipt.



< If yousee anyone or anything suspicious, cancel your transaction and leave immediately. If anyone
follows youaftermakingatransaction,goto acrowded well-litareaandcall the Police.

% When using an enclosed ATM that requires your card to open the door, avoid letting strangers
follow youinside.

% Whenusingadrive-up ATM, make sure all doors of the car are locked and all passenger windows
areup.

% Donotleave yourcarunlocked orengine runningwhenyou getoutto usean ATM.

Tips for safe online shopping
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% Whenshoppingonline, enter thecard detailsonly on "secure" web pages. Awebpageis secure
ifthere is a locked padlock in the lower right- hand corner of your browser or if the address
starts with 'https',wherethe's' standsfor secure.
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% When using your cardto purchaseon-line,look for reputableInternetstores. If youare
unsure,request more information fromthemabout the company and thegoods and services
theyare selling.

% Checkthattheon-linemerchant or store hasareturn and refunds policy.

% Ifyouhaveto usea password to accessaservice,makesurethisisn'teasily identifiableand
don't discloseitto anyone.

< If you makeanon-linepurchase,printouta copy of the transaction for your records. Thiswill
make iteasierto checkagainst yourcreditcard statement.

% Access personal internetbanking or shoppingsitesonly by typing in aweb address. Neverusea
link fromanemail.

< Avoidrespondingtounsolicitedemails that request personal or financial information.

% Ifyoufeelsuspiciousof an email receivedthat appears tobe from “American Express” forward the
sametotheBank.



Fraud prevention tips when traveling overseas
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Please keep us informed of your overseas travelled plans and contact details prior to departure,
in order to process your overseas transactions during your stay. Call us on our 24 - hour hotline
service immediately on 011 4 414141 in Sri Lanka or +94 011 4 414141 from overseas.

When you're overseas, always keep an eye on your American Express Credit card. Don't let your
cardoutof your sight, and never leave cards unattended inahotel room, at the beach or in a parked
car.

Check carefully the entries onyour statement whenyou getback toSri Lanka.

Contact Details
Hotline - 0114 414141 in Sri Lanka or +94 011 4 414141 from overseas.



